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Legal Protection of Neural Information:
Personal Information, Privacy and Data

Zhang Hong, Ye Jing'ou (Wuhan University)

Abstract Brain-computer interface (BCI) technology can directly detect and reflect human conscious
activities, and this epoch-making technological revolution poses a serious threat to the personality rights and
interests of natural persons. Since the conscious activities are collected by BCI devices as neural information,
current regulations can address the technological impact of BCI from multiple levels by focusing on neural in-
formation. From an overall perspective, all neural information constitutes personal information as stipulated
in Paragraph 1 of Article 4 of the Personal Information Protection Law of the People's Republic of China,
and is in principle subject to regulation under the law. Moreover, neural information with a private nature con-
stitutes privacy as stipulated in Paragraph 2 of Article 1032 of the Civil Code of the People's Republic of Chi-
na. Natural persons, as privacy rights holders, can exercise corresponding personality rights claims, tort liabil-
ity claims, and breach of contract claims. Large-scale aggregated anonymized neural information constitutes
neural data, and holders of neural data can enjoy corresponding neural data holding rights, processing and use
rights, and product management rights in accordance with general data regulations, and bear the obligation to
ensure neural data security.

Key words neural information; brain-computer interface; neural information privacy; neural data; per-

sonality rights; life digitalization
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