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The Boundary of Criminal Liability of Internet Service Providers
Taking the Verdict of Qvod as an Introduction

Chen Hongbing (Southeast University)

Abstract The boundary of criminal liability of internet service providers is currently unclear due to vague
provisions on the legal responsibility of network service providers and insufficient theories of criminal law
and summary of jurisprudence. For these reasons, the verdict of Qvod is widely questioned. Internet service
providers, such as Tencent, arbitrarily shield and delete people’s text messages, completely ignoring the Inter-
net users’ right to freedom of expression. Internet service providers are concerned with information (Internet)
access/transmission, information caching, information storage and information positioning have no general obli-
gation to review and control for the information content generated and uploaded by users. They only assume
civil and administrative liability to notice and remove and take criminal liability in exceptional cases. Providing
technical support and assistance for committing crimes specifically to others and engaging in others’ criminal
activities deeply are decisive factors in the establishment of the crime of helping information network criminal
activity.

Key words internet service providers; criminal liability; the case of Qvod; crime of helping information
network criminal activity; crime of refusing to fulfill the obligation of information network security manage-

ment; right for personal information
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